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Scventh Semester B.E. Degree
lnformation and

oli
Dif1brcntiate bctrvecn : i) Plain tcxt and Cipher text
iii) Diflirsion ancl Conlusion.
Write a n0te on Cocle book Ciipher.
Ciive the 'l'axonorny of Cryptography.

N{odule-2
What is a Cryptographic Hash lirnction'l Dcmonstmte a

b.
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Mzrx. Marks: 80

Notc: ."lnswer on-t, FII/E.ffull questions, choosittg ONE.fuil question.fi'om eoch trtodule.

NIocl ule- I
a. List lour classic Ciphcrs. Explain Sirnple Substitr:tion Cipher, with an examplc. ({)5 [Iarks)
b. Encrypt the messeiqe "Attack at ciawrr", using a double transposition oipher with 3 rows and

4 r olrrrnns, using u ro\\/ pi:nrlutation (1,2,3)--+ (3,2. 1)and column perrnutatiorr
(1. 2. 3, a) -+ $,2, l, 3). (03 \,Iarks)

c. Explain One - time pad is a provably sccure. Also cliscuss why One time pad can bc uscci

only once. (0tl }larks)

OR
a. Hxplain l{\4Acl structlrrc. With a neat cliagrarn. (0ti Ntarks)

tr. Iixplain Stcgnography ancl Digital Watcr marking mcthods of Inlbrnration hiding. (otl \{arks)

.lustiiy f iger Hash is last arrcl sccLrrc. Aiso explain its working.

a. Di fI'erentiatc bcru,ccn Non cletcnrr,ri.**Htenninistic senerators.
b. Explain cliffercnt typcs ol.Frcshncss Mcchanisrns.
c. What is Zcro Knor.vlcclge Mcchanisnr'/

OR
a. Erplain horv a sirnple protocol is analyzccl, with nn cxzrmplc.
b. Explain Diflic - Ilcllnran I<cv aqrccrncnt protocol, rvith an c.rample.

N'Iodu le-4
a. Illustrate the Kc1, L-ifc Cyclc in Key Managemcnt, rvith a ncat cliagrarn.

b. Ilxplain distribution of Public keys u'ith relevant diagram.

OR
a. IllLrstratc X.509 Public Kcy ccrtificatc
t.,. [rxplain thc Certiflcation Lifb ('yclc.

5 (04 N'la rks)

(10 N{arks)
(02 trIarks)

(0tt NIa rks)

(0tt ['larks)

(06 N{arks)
(10 \{arks)

(0tl iVlarks)

(0tl \{arks)
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Exa m inatio n, July/Au gust 2022
Network Security

ii) Block and Strcam Ciphcr
(06 N{arks)

(05 )Iarks)
(05 l'larks)

Birthday Attack rvith an example.
(06 N{arks)
(l() Nlarks)
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l0 a

b

a. Illusrrate I landshake protocol. r"r,,, oYffion.,.
b. Describc lhe application ol'Cryptography lbr Secr-rre pilyn.]cnt ancl Carcl

c. List application of Crypbgraphy on the Internet.

ol{
Explain about Cryptography use in Video broaclcasting

lrxplain thc applications ol'(irypto-urapht' irr :

i) Irilc protection ii) l:rrailsccLtritr,'.
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(02 \llrks)

(Otl llrt rks)

(Olt ll l rk s)

2 ot'2


